VENTURE

Research Inc.

OpenVPN Guide

©2025 Venture Research Inc. Version 2025-01-20
Contents

L0Te T 1 7= 01 £ O TP PPPR PP 1
DOCUMENT REVISIONS. ....eiiiiiiiiii ittt s e e s e e e s b e e e e snbe e e e s asba e e e sannaeeenas 1
OVEIVIBW ..ttt ettt ettt e st e s s bt e s s ab e e e s s bt e e s s b e e e s s mb e e e s s mbe e e s s saneeessaaraeesennranes 1
1 Steps to SetUP OPENVPN ..ottt ee et e et e eeteteee et eeeeee e et e eeeeeeaeeeeeeeeeeeeeesesesasesaseees 2
2 Delete EXiStiNg OPENVPN ......cviiii ittt ettt e et e e s rtee e e e stee e e s sabe e e e e sabaeeeesabeeesesaseeeeesnseeeeesnsenns 12

Document Revisions

2018-01-24 YC Initial Version.
2021-04-23 YC Support new VPN certificates
2025-01-20 YC Update for VR linux board 6.x and Android 14

Overview

This document describes the steps to setup a OpenVPN connection on the VR Android board:

e VR linux board 6.x with Variscite VAR-SOM-MX8M-PLUS
e Android 14 (Upside Down Cake)
e OpenVPN for Android version 0.7.51
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1 Steps to Setup OpenVPN

Now it is the time to start the OpenVPN application:

Search apps

L o B B

Calendar Camera Camera2Basic CHIPTool Contacts

o a8 0

Firefox Gallery MD Launcher MX Player

o o B e

RFIDEnclosure Search Settings Sound Recorder

Figure 1. Open the VPN application

When the app is loaded, click the third button on the top-right corner to import the configuration file
from “/sdcard/vrdevicevpn-android.conf”.

6230 #

OpenVPN for Android

PROFILES GRAPH SETTINGS

No VPN profiles defined.

To use this app you need a VPN provider/VPN gateway supporting OpenVPN (often provided by your employer). Check out
for more information on OpenVPN and how to setup your own OpenVPN server.

Use the icon to add a new VPN
Use the icon to import an existing (.ovpn or .conf) profile from your sdcard

Be sure to also check out the FAQ. There is a quick start guide

3 m PN o« e =

Figure 2. Import Configure File
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Select the folder — VR_MX8 from the left panel:

C]
B

*

627 ® &
Open from

Recent

Documents

Downloads

VR_MX8

Figure 3. Select the folder — VR_MX8

Select the configure file — vrdevice-android.conf:

631 ® « @
= VR_MX8 Qi
BB Notifications
B Pictures
BB Podcasts
BB Recordings
BB Ringtones
B vrdeviceca
B vrdevicevpn-android.conf : :

Jan 15, 1.46 kB, BIN file

3 om PN o« e w

Figure 4. Select the file — vrdevice-android.conf
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After the configure file is selected, need to manually import certificate files from the folder — /sdcard/vr-

device-ca:

6:47 © &

Convert Config File

Profile Name

vrdevicevpn-android

\

[ i

Client Certificate
/sdcard/vr-device-ca/venture-device.crt.pem
Cannot display certificate information

Select...

’
CA Certificate
/sdcard/vr-device-ca/VentureResearchDeviceRootCA. crt.pem
\_Cannot display certificate information

Select...

Client Certificate Key
/sdcard/vr-device-ca/venture-device.key.pem

Select...

Compatibility mode
Modern defaults

TLS Security Profile
legacy (default)
Some files could not be found. Please select the files to import the profile:

Imnnrt lnnae

(1 L]
e
oo

M o« o

il

Figure 5. Import Certificate Files

Import the Client Certificate — venture-device.crt.poem:

6:50 @

vr-device-ca

venture-device.crt.pem
Jan 15,3.24 kB, PEM file

venture-device.key.pem
Jan 15,1.71 kB, PEM file

VentureResearchDeviceRootCA.crt.pem
Jan 15,2.20 kB, PEM file

il

M« o

kA
[

Figure 6. Import the Client Certificate

Confidential and Proprietary Information of Venture Research Inc. ©2025

Page 4



VENTURE

Research Inc.

Import the CA Certificate — VentureResearchDeviceRootCA.crt.pem:

6:50 ® « @
= vr-device-ca Q
B venture-device.crt.pem L]
Jan 15, 3.24 kB, PEM file K
‘ venture-device key.pem L]
Jan 15,1.71 kB, PEM file X
n VentureResearchDeviceRootCA.crt.pem L]
Jan 15, 2.20 kB, PEM file K
aee
oS = F 4 ® o
Figure 7. Import the CA Certificate
Import the Client Certificate Key — venture-device.key.pem:

6:50 @ « @1
= vr-device-ca (SO
B venture-device.crt.pem KA

Jan 15, 3.24 kB, PEM file X
n venture-device.key.pem (]
Jan 15,1.71 kB, PEM file KN
n VentureResearchDeviceROBCA.crt.pem L3 ]
Jan 15, 2.20 kB, PEM file K

3 0m P 4 e m

Figure 8. Import the CA Certificate
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After all certificates are imported, click the check button:

655 ® M

Convert Config File

Profile Name

vrdevicevpn-android

Client Certificate
[Imported from: venture-device.crt.pem)]

Select...
241 months left, CN=f8dc7ad79cab.device.ventureresearch.com

CA Certificate
[Imported from: VentureResearchDeviceRootCA crt.pem) Select...
2101 months left, email=\x18tech@ventureresearch.com,CN=Venture Research Device Root CA,0=Venture Research
Inc.,L=Plano,ST=Texas,C=US
Client Certificate Key

[Imported from: venture-device.key.pem] Select...

Compatibility mode
Modern defaults

TLS Security Profile
legacy (default)

Some files could not be found. Please select the files to import the profile:

3 om PR <« e w

Thus, the VPN profile — vrdevicevpn-android is created. Click the edit button:

6:58 O #

OpenVPN for Android

PROFILES SETTINGS

vrdevicevpn-android

#Hom PN o« e m

Figure 9. Edit the VPN Profile
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Go to the page — “ADVANCED”, click “Connection retries”, change to “Unlimited reconnection retries”:

Connection retries

(O  No reconnection retries

One reconnection retry
Five reconnection retries
Fifty reconnection retries

Unlimited reconnection retries

Figure 10. Set "Unlimited Reconnection Retries"

Click the back button on the bottom bar of the screen. On the initial page of the app, click the profile to
start the VPN connection:

6:58 @ H

OpenVPN for Android

PROFILES SETTINGS

vrdevicevpn-android V4

3 om PN <« e m

Figure 11. Click to Start the VPN Connection
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The VPN is connected:

730 6 M

€<  OpenVPN Log

Log verbosity level 7:12 PM WARNING: Compression for receiving enabled. Compression has been used in the
| | past to break encryption. Sent packets are not compressed unless "allow-compression yes"

Timestamps is also set.

O None Short O 150 7:12 PM Note: —cipher is not set. OpenVPN versions before 2.5 defaulted to BF-CBC as

fallback when cipher negotiation failed in this case. If you need this fallback please add
'—data-ciphers-fallback BF-CBC' to your configuration and/or add BF-CBC to —~data-ciphers.
7:12 PM OpenVPN 2.7-icsopenvpn [git:icsopenvpn/v0.7.51-0-g0ad44976] arm64-v8a [SSL
(OpenssL)] [LZO] [LZ4] [EPOLL] [MH/PKTINFO] [AEAD] built on Nov 30 2023

7:12 PM library versions: OpenSSL 3.2.0 23 Nov 2023, LZ0 2.10

Clear log on new connection

Upload 7:12 PM WARNING: -ns-cert-type is DEPRECATED. Use -remote-cert-tls instead.
. 7:12 PM TCP/UDP: Preserving recently used remote address:
0 bit/s 5.2 kB [AF_INET6]2605:a€00:1849:1:1:94:1194
Download 7:12 PM Attempting to establish TCP connection with
0 bit/S 5 1 kB [AF_INET6]2605:ae00:1849:1::1:94:1194

7:12 PM TCP connection established with [AF_INET6]2605:ae00:1849:1::1:94:1194
7:12 PM TCPv6_CLIENT link local: (not bound)
7:12 PM TCPv6_CLIENT link remote: [AF_INET6]2605:ae00:1849:1:1:94:1194

Vpn Status 7:12 PM [openvpn-in-deb.crm.ventureresearch.com] Peer Connection Initiated with
Connected: [AF_INET6]2605:ae00:1849:1::1:94:1194

SUCCESS,1 72.19.54.1 62,26053e001 7:12 PM Initialization Sequence Completed
849:1::1:94,1194,2605:ed00:15b3:1:c
6¢c0:2f47:eaf8:54ad,45968

Figure 12. The VPN is connected

Once the VPN is connected, click the back button. Then go to the page — “SETTINGS”:

6:58 @ #

OpenVPN for Android

PROFILES SETTINGS

vrdevicevpn-android /7

’-:—2"40.

Figure 13. Select “SETTINGS”
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Set the default VPN:

770 @ m

OpenVPN for Android

PROFILES SETTINGS

Show log window
Shows the log window on connect. The log window can always be accessed from the notification status.

Allow community contributed translations O
Allows the app to be translated with translations contributed by the community. Requires a restart of the app to activate.

OpenVPN 3 Core D
Use OpenVPN 2.x

Default VPN

VPN used in pla where a default VPN needed. These are currently on boot, for Always-On and the Quick Settings Tile
No VPN selected.

Keep VPN connected O
OpenVPN will connect the specified VPN on system boot and will try to keep the VPN connected.

= M <« o &=

Figure 14. Click - Default VPN

Default VPN

O vrdevicevpn-android

= PR« o &=

Figure 15. Select “vrdevicevpn-android” as the Default VPN
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Enable “Keep VPN connected”:

770 @ m

OpenVPN for Android

PROFILES SETTINGS

Show log window
Shows the log window on connect. The log window can always be accessed from the notification status.

Allow community contributed translations

OpenVPN 3 Core
Use OpenVPN 2.x

Default VPN

No VPN selected.

Keep VPN connected
OpenVPN will conne specified VPN on system boot and will try to keep the VPN connected.

= PR <« o

Allows the app to be translated with translations contributed by the community. Requires a restart of the app to activate.

VPN used in places where a default VPN needed. These are currently on boot, for Always-On and the Quick Settings Tile

VENTURE
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Figure 16. Click to Enable "Keep VPN connected"

Extra step to set by clicking “OPEN VPN SETTINGS”:

Please use the Always-On Feature of Android to enable VPN at boot
time.

= M <« o

Figure 17. Go to System Settings for Open VPN
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In the system settings for VPN, click the configure button:
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Connected

T P <«

7250 i W co¢> @
& ohz
VPN

OpenVPN for Android o

Figure 18. Configure OpenVPN for Android

Enable “Always-on VPN":

728 ® m

&

OpenVPN for Android

Version
0.7.51

Always-on VPN

Stay connected to VPN at all times

[l Forget VPN

YA«

coe> @

Figure 19. Set VPN to be Connected at All Times
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2 Delete Existing OpenVPN

Before add a new OpenVPN profile, you can delete the existing one first:
e Click the edit button on the right to edit.

e C(Click the delete button on the top right to delete the OpenVPN file.

6:58 ©

OpenVPN for Android

PROFILES SETTINGS

vrdevicevpn-android

eee

eee

L
L
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Figure 20. Delete OpenVPN - Edit Profile

734 0O 6 W™

Editing "vrdevicevpn-android”

o &

BASIC SERVER LIST IP AND DNS ROUTING AUTHENTICATION/ENCRYPTION ADVANCED

Profile Name

vrdevicevpn-android

Compatibility mode
Modern defaults

[ Load OpenSSL legacy provider

LZO Compression
Type
Certificates

CA Certificate

[Imported from: VentureResearchDeviceRootCA.crt.pem] Select...
2101 months left, email=\x18tech@ventureresearch.com,CN=Venture Research Device Root CA,0=Venture Research
Inc.,L=Plano,ST=Texas,C=US

[ Check peer certificate fingerprint

Client Certificate
[Imported from: venture-device.crt.pem)

Select...
241 months left, CN=f8dc7ad79cab.device.ventureresearch.com

eee
eeoe
see

‘-:—:WCQI

Figure 21. Delete OpenVPN — Delete
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Confirm deletion

Remove the VPN Profile 'vrdevicevpn-android'?

#om PN <« e w

Figure 22. Delete OpenVPN - Delete Confirmation
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